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"DATA SWITCH" 



TECHNICAL FIELD 

5 This invention relates to a data switch. 

The data switch has particular utility in 
selectively routing data from a single user interface 
(eg. keyboard) to one of two or more independent data 
processing systems, each data system having a different 
10 security classification. 

BACKGROUND ART 

Data switches for selectively routing data from a 
15 single origin to one of two or more destinations are 
known. A data switch can also be used to selectively 
direct data from one of two or more origins to a single 
destination. 

The present invention aims to provide an alternative 
data switch having advantages over known data switches. 



20 



DISCLOSURE OF INVENTION 



In one aspect this invention resides broadly in a 

25 method of switching data, the method including 

selectively allowing and/or preventing communication 

between one or more data transmitters and one or more 

data receivers. 

In one form, one (or more) transmitters can be 
30 selectively switched between two (or more) receivers. In 
a second form, two (or more) transmitters can be 
selectively switched between one (or more) receivers. 

In another aspect the invention resides in a data 
switch including: - 
35 one or more data transmitters; 

two or more data receivers; 

wherein, in a first configuration of the data 
switch, a first data receiver receives data, and wherein, 
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in a second configuration of the data switch, a second 
data receiver receives data. 

Preferably, the data switch is configured such that 
the two or more data receivers cannot simultaneously 
5 receive data. 

In another aspect the invention resides in a data 
switch including : - 

one or more data transmitters; 
two or more data receivers; 
10 one or more reception prevention means adapted to 

selectively prevent reception by at least one of the at 
least two data receivers. 

In the preferred embodiments, the one or more data 
transmitters are light -emit ting diodes and the two or 
15 more data receivers are photo-detectors, and each of the 
one or more reception prevention means is a light 
impermeable shield which is, in operation, interposed 
between a light -emit ting diode and a photo-detector. 

Preferably, the light impermeable shield is 
20 configured such that the two or more data receivers 
cannot simultaneously receive data. 

In other embodiments, non-visible parts of the 
electromagnetic spectrum could be used to "carry" the 
data. Similarly, the reception prevention means may take 
25 other known forms (mechanical or non-mechanical) capable 
of blocking the transmission of data. However, for 
reasons of reliability, visible confirmation of operation 
and fail-safe robustness, it is preferred that the 
reception prevention means is a mechanical shield and the 
3 0 transmitters and receivers are light -emit ting diodes and 
photo-detectors, respectively. 

In preferred embodiments, each of the one or more 
reception prevention means is movable between a first 
position whereat it prevents reception by a first data 
35 receiver, and a second position whereat it prevents 
reception by a second data receiver. 

In a narrower aspect, the invention, in one 
embodiment, resides in a data switch including :- 
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a pair of light -emit ting diodes electrically 
connected to a common electrical input, each light - 
emitting diode adapted to convert an electrical signal 
from the common electrical input to light; 
5 a photo-detector associated with each light -emitting 

diode for re-converting light emitted by an associated 
light -emitting diode to an electrical signal; 

an apertured shutter disposed between the respective 
light -emitting diodes and photo-detectors, the apertured 
10 shutter being movable between a first indexed position 
whereat the aperture is aligned with a first light 
emitting-diode and a first photo-detector thereby 
facilitating communication of data between the first 
light-emitting diode and first photo-detector and 
15 preventing communication of data between the second 
light -emitting diode and second photo-detector, and a 
second position whereat the aperture is aligned with the 
second light-emitting diode and the second photo-detector 
thereby facilitating communication of data between the 
20 second light -emitting diode and second photo-detector and 
preventing communication of data between the first light- 
emitting diode and first photo -detector. 

In a further aspect, the invention resides in a 
method of switching data, the method including: - 
25 providing one or more data transmitters for 

transmitting data; 

providing two or more data receivers for receiving 

the data; 

emitting data from the one or more data 

30 transmitters; and 

selectively preventing reception by one or more of 
the two or more data receivers. 



35 



BRIEF DESraTPTION OF DRAWINGS 

In order that this invention may be more easily 
understood and put into practical effect, reference will 
now be made to the accompanying drawings which illustrate 
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preferred embodiments of the invention, wherein: - 

FIGS 1A & IB are a pair of schematic illustrations 
of a first embodiment of a data switch; 

FIG 2 is a schematic 
embodiment of a data switch; 

FIG 3 is a schematic 
embodiment of a data switch; 

FIG 4 is a schematic 
crrodimer.C of a data switch; 

FIG 5 is a schematic 
eT^odiment of a data switch; 

FIG 6 is a schematic 
err-bodiment of a data switch. 



illustration of a second 

illustration of a third 

illustration of 

illustration of 

illustration of a sixth 



a fourth 
a fifth 



15 BEST MODS 

With reference firstly to FIGS 1A and IB there is 
shown a first embodiment of a data switch according to 
the invention. 

20 This embodiment includes a pair of light -emitting 

diodes together with a complementary pair of photo- 
detectors. 

An apertured shield is disposed between the 
respective light -emitting diodes and photo-detectors and 

25 can be moved from a first position (FIG 1A) in which the 
aperture is aligned with a first light-emitting diode and 
first photo-detector, and a second position (FIG IB) in 
which the aperture is aligned with the second light - 
emitting diode and second photo-detector. 

30 The optical data switch according to FIGS 1A and IB 

provides a mechanism to securely route data to one (and 
only one) of two or more possible destinations. As will 
be understood from the foregoing, the optical data switch 
uses a mechanical shutter to select the destination of 

3 5 the data. 

Data, in the form of electrical signals, is sent 
simultaneously to the two light -emitting diodes. As 
shown, these two light -emitting diodes are arranged to be 
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adjacent to two photo-detectors, which convert the light 
back to electrical signals to be transmitted to two 
different destinations. 

As will be readily apparent, the shutter must be 
5 substantially impermeable to light. The shutter is 
designed so that it can be physically moved to allow 
light, and hence the data, to be selectively transmitted 
to either one of the two photo-detectors. 

The data switch according to the first embodiment of 
10 the invention is extremely simple and has only one (non- 
electrical) moving part. 

The data switch has application in security devices, 
where the operator must be absolutely certain that the 
data is being transmitted to the intended destination, 
15 and not the wrong (or both) destinations. Because of its 
construction, it can easily be shown that data can only 
be transmitted to a single destination at any one time, 
because the transmission of data depends on the position 
of the single aperture. That destination can be 
20 confirmed by noting the physical position of the shutter. 

Unlike conventional electrical switches, there are 
no failure modes of this switch which would result in a 
compromise of the security of the data. An additional 
feature of this switch is that, due to the arrangement of 
25 the switch and the optical isolation provided, the two 
destinations can never be connected together either 
accidentally or otherwise. 

The direction of the flow of data can, of course, be 
reversed provided the light -emitting diodes and photo- 
30 detectors are swapped. In such an arrangement, the data 
can be selectively sourced from (rather than directed to) 
either of the independent systems. 

Referring now to FIG 2, there is shown a second 
embodiment of a data switch according to the invention. 
35 In this arrangement there is a single transmitter and a 
pair of receivers (receiver A and receiver B) . 

In this embodiment, the reception prevention means 
takes the form an integral pair of plates which are 
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vertically spaced, one above the transmitter and one 
below. 

Each plate includes an aperture, with the aperture 
in the lower plate being offset to the left with respect 
5 to the aperture in the upper plate. 

As with the previous embodiment, the reception 
prevention means can be moved between a first position 
and a second position. As shown in FIG 2, receiver A can 
receive data transmitted by the transmitter, whilst the 

10 reception of receiver B is blocked by the lower plate. 

In the alternative position (which is not 
illustrated) the reception prevention means is moved to 
the right relative to the transmitter so that the 
aperture in the lower plate aligns with the transmitter 

15 and receiver B. In this alternative arrangement, 
transmission to receiver B is enabled whilst reception by 
receiver A is prevented by the upper plate. 

Turning now to FIG 3, there is now shown a third 
embodiment of a data switch according to the invention. 

20 In this embodiment, the reception prevention means takes 
the form of an arcuate shield which almost entirely 
encompasses the transmitter. The shield can be pivoted 
about an axis coincident with the transmitter between a 
first position (illustrated) in which the aperture is 

25 aligned with receiver B and the reception of receiver A 
is blocked, and a second position (not illustrated) in 
which the aperture is aligned with receiver A and the 
reception of receiver B is blocked. 

Referring now to FIG 4, there is illustrated a 

30 fourth embodiment of a data switch. This embodiment 
differs from the previous embodiments in that the shield 
is fixed and the single data transmitter is mobile 
between two positions. In the first position (full 
line) , the data transmitter communicates with data 

35 receiver A. In the second position (broken line) , the 
data transmitter communicates with data receiver B. The 
shape of the shield ensures that both receivers can never 
simultaneously receive data from the transmitter. 
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Turning now to FIG 5, there is illustrated a fifth 
embodiment of a data switch. In this embodiment the data 
transmitter has been chosen or treated so that the data 
is only emitted in a forward direction from the 
5 transmitter (ie. the transmitter is no longer omni- 
directional, buti , rather emits a directional beam of 
data) . 

The directional nature of the data emission allows 
the system to operate without a separate shielding means. 
10 Rather, the "shield's is effectively integral with the 
transmitter and -the transmitter is simply "pointed" at 
the intended receiver thereby excluding the non- intended 
receiver. 

Referring filially to FIG 6, there is illustrated a 
15 sixth embodiment which has similarities to the first 
embodiment in that? there are again two transmitters. In 
the sixth embodiment, the shield takes the form of a bar 
which is rotatable , a^out its own longitudinal axis. The 
bar includes two J through-holes, each through hole being 
20 orthogonal to the 'longitudinal axis of the bar, and 

furthermore each through-hole is orthogonal to the other 

j 

through-hole . 

As illustrated, the through-hole shown in broken 
line enables communication between transmitter A and 
25 receiver A. The bar can be rotated (in either direction) 
through 90 degrees about its longitudinal axis to 
facilitate communication between transmitter B and 
receiver B. 

It will of course be realised that whilst the above 
30 has been given by 1 way of an illustrative example of this 
invention, all ' such and other modifications and 
variations hereto, as would be apparent to persons 
skilled in the art, are deemed to fall within the broad 
scope and ambit of this invention as is herein set forth. 



ft 
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS : - 

1. A method of switching data, the method including 
5 selectively allowing and/or preventing communication 

between one or more 'd^tal transmitters and one or more 
data receivers . 

2. A data switch including :- 

10 one or more data transmitters; > 

two or more data "receivers; - 

wherein, in a $irst configuration of the data 
switch, a first data receiver receives data, and wherein, 
in a second conf iguratrion of thg data switch, a second 
15 data receiver receives ptata. 

3 . A data switch as claimed in claim 2 , wherein the data 
switch is configured^ suah that ; th£ two or more data 
receivers cannot simultaneously receive data, 

20 

4. A data switch including:- 

one or more data transmitters; 
two or more data Receivers; 

one or more reception prevention means adapted to 
25 selectively prevent reception by at least one of the at 
least two data receivers. 

5. A data switch as claimed in claim 4, wherein the one 
or more data transmitters are light -emit ting diodes and 

30 the two or more data ^receivers are photo-detectors, and 
each of the one or more reception prevention means is a 
light impermeable ^shield which is, in operation, 
interposed between a light -emit ting diode and a photo- 
detector. * * ^ r 

6. A data switch as* claimed in claim 5, wherein the 
light impermeable shield is configured such that the two 
or more data receivers cannot simultaneously receive 
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data. 

7. A data switch as claimed in claim 4, wherein each of the one or 
more reception prevention means is movable between a first position 
whereat it prevents reception by a first data receiver, and a second 
position whereat it prevents reception by a second data receiver. 

8. A data switch including:- 

a pair of light-emitting diodes electrically connected to a 
common electrical input, each light-emitting diode adapted to convert 
an electrical signal form the common electrical input to light; 

a photo-detector associated with each light-emitting diode for a 
re-converting light emitted by an associated light-emitting diode to an 

electrical signal; 

an apertured shutter disposed between the respective 
light-emitting diodes and photo-detectors, the apertured shutter being 
movable between a first indexed position whereat the aperture is 
aligned with a first light emitting-diode and a first photo-detector 
thereby facilitating communication of data between the first light- 
emitting diode and first photo-detector, and a second position whereat 
the aperture is aligned with the second light-emitting diode and the 
second photo- detector thereby facilitating communication of data 
between the second light-emitting diode and second photo-detector 
and preventing communication of data between the first light- 
emitting diode and first photo-detector. 

9. A method of switching data, the method including:- 

providing one or more data transmitters for transmitting data; 
providing two or more data receivers for receiving the data; 
emitting data from the one or more data transmitters; and 
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selectively preventing reception by one or more of the two or 
more data receivers. 
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